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INTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
DIGITAL LIVING NETWORK ALLIANCE (DLNA)  HOME NETWORKED  

DEVICE INTEROPERABILITY GUIDELINES –  
 

Part 4:  DRM  interoperabi l i ty solutions  
 

FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for s tandard ization  compris i ng  
a l l  nati onal  e l ectrotechn ical  comm i ttees  ( I EC National  Committees).  The  object  of I EC  i s  to  promote  i n ternationa l  
co-operation  on  a l l  q uestions  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l d s.  To  th i s  end  and  i n  
add i ti on  to  other acti vi ti es,  I EC publ i shes  I n ternational  Standards,  Techn ical  Speci fi cati ons,  Techn ical  Reports,  
Publ i cl y Avai l ab le  Speci fi cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC Publ i cation(s) ”) .  Thei r 
preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC Nati onal  Commi ttee  i n terested  i n  the  subject  deal t  wi th  
may parti cipate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non-governmental  organ i zati ons  l i a i s i ng  
wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osely wi th  the  I n ternational  Organ i zation  for 
S tandard i zati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by ag reement  between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati ona l  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  comm i ttee  has  representati on  from  a l l  
i n terested  I EC National  Comm ittees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  conten t of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m is i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Commi ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  exten t poss ible  i n  thei r nati onal  and  reg i ona l  pub l i cations.  Any d i vergence  between  
any I EC Publ i cati on  and  the  correspond ing  national  or reg iona l  publ i cati on  shal l  be  cl earl y i n d icated  i n  the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property  damage  or 
other d amage  of any nature  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  expenses  
ari s i ng  ou t  of the  publ i cati on ,  u se  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC Publ i cations.   

8)  Attention  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  possib i l i ty that  some  of the  e l ements  of th i s  I EC Publ i cation  may be  the  subj ect  of paten t  
ri gh ts.  I EC shal l  not  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t ri gh ts.  

I n ternational  Standard  I EC  62481 -4  has  been  prepared  under techn ical  area  8:  Mu l timed ia  
home systems and  appl i cations  for end-user network,  of I EC techn ical  comm ittee  1 00:  Aud io,  
vi deo and  mu l timed ia  systems and  equ ipment.  

Th is  second  ed i ti on  cancels  and  replaces  the  fi rst ed i tion  publ ished  i n  201 4.  Th is  ed i tion  
consti tu tes  a  techn ical  revis ion .  

Th is  ed i ti on  i ncludes  the  fol l owing  s ign i fican t techn ical  changes  wi th  respect to  the  previous  
ed i tion :  

a)  removal  of references  to  Mobi le  Dig i ta l  Med ia  Uploader (M-DMU);  

b)  removal  of references  to  Mobi le  D ig i ta l  Med ia  Down loader (M-DMD).  
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The  text of th is  I n ternational  Standard  is  based  on  the  fol lowing  documents:  

CDV Report  on  voti ng  

1 00/2733/CDV 1 00/2883/RVC 

 

Fu l l  i n formation  on  the  voting  for the  approval  of th i s  I n ternational  Standard  can  be  found  i n  the  
report on  voti ng  ind icated  i n  the  above  table.  

Th is  document has  been  drafted  i n  accordance  wi th  the  I SO/IEC  D irecti ves,  Part 2 .  

A l i st of a l l  parts  of I EC 62481  series,  publ ished  under the  general  t i t l e  Digital living network 
alliance (DLNA)  home networked device interoperability guidelines,  can  be  found  on  the  

I EC websi te.  

The  committee  has  decided  that  the  conten ts  of th is  document wi l l  remain  unchanged  unti l  the  
stabi l i ty date  i nd icated  on  the  I EC  websi te  under "h ttp: //webstore. iec. ch "  i n  the  data  re lated  to  
the  speci fic document.  At  th is  date,  the  document wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

 

A b i l i ngual  vers ion  of th is  publ ication  may be  issued  at  a  l ater date.  
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INTRODUCTION  

Consumers  are  acqu i ring ,  viewing ,  and  manag ing  an  increas ing  amount of d i g i tal  med ia  (photos,  
music,  and  vi deo)  on  devices  i n  the  consumer e lectron ics  (CE),  mobi le ,  and  personal  computer 
(PC)  domains.  As  such ,  they want  to  conven ien tl y en j oy the  con ten t,  regard less  of the  source,  
across  d i fferen t devices  and  l ocations  in  the  home.  The  d ig i ta l  home vi sion  i n tegrates  the  
I n ternet,  mobi l e,  and  broadcast networks  th rough  a  seam less,  i n teroperable  network,  wh ich  wi l l  
provide  a  un ique  opportun i ty for manufacturers  and  consumers  a l ike.  I n  order to  cater for th is  
need ,  a  common  set of industry design  gu idel ines  i s  needed  that a l l ows  vendors  to  participate  i n  
a  growing  marketplace,  l ead ing  to  more  i nnovation ,  s impl ici ty,  and  value  for consumers.  Th is  
document serves  that purpose  and  provides  vendors  wi th  the  i n formation  needed  to  bu i ld  
i n teroperable  networked  p latforms  and  devices  for the  d i g i ta l  home.  
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DIGITAL LIVING NETWORK ALLIANCE (DLNA)  HOME NETWORKED  
DEVICE INTEROPERABILITY GUIDELINES –  

 
Part 4:  DRM  interoperabi l i ty solutions  (DIS)  

 
 
 

1  Scope 

This  part  of I EC 62481 ,  the  DLNA gu idel ines,  speci fies  DLNA gu idel ines  for DRM  
I n teroperabi l i ty Solu tions  (DIS) ,  wh ich  are  defined  as  methods  to  enable  the  secure  transfer and  
use  of protected  commercial  content between  d i fferen t implementations  on  network med ia  
devices.  Th is  con ten t cou ld  be  protected  by d i fferen t content protection  technolog ies .  I n  th is  
document,  they are  referred  to  as  DRMs.  

The  gu ide l ines  are  not  i n tended  to  replace  or d i sable  other i n teroperabi l i ty mechan isms  that 
cou ld  a l ready be  in  p lace,  for example  DLNA Link Protection  gu idel i nes  stated  i n  
IEC 62481 -3: 201 7  or mechan isms provided  by underl ying  DRMs.  

2  Normative references  

The fo l lowing  documents  are  referred  to  i n  the  text i n  such  a  way that some or a l l  of the ir con tent  
consti tu tes  requ irements  of th is  document.  For dated  references,  on l y the  ed i ti on  ci ted  appl ies .  
For undated  references,  the  l atest  ed i ti on  of the  referenced  document ( includ ing  any 
amendments)  appl i es .  

I EC 62481 -1 -1 : 201 7,  Digital living network alliance (DLNA)  home networked device 
interoperability guidelines – Part 1 -1 :  Architecture and protocols  

I EC  62481 -3: 201 7,  Digital living network alliance (DLNA)  home networked device 
interoperability guidelines – Part 3:  Link protection  

I SO/IEC  29341 -3-1 2 ,  Information  technology – UPnP Device Architecture – Part 3-12:  Audio 
Video Device Control Protocol – Content Directory Service  

DTCP Volume 1 : 2007  ( i n formational  vers ion) ,  Digital Transmission Content Protection 
Specification Volume 1   

h ttp : //www.d tcp.com/speci fications. aspx 

DTCP Volume 1  Supplement E : 2007  ( I n formational  Vers ion),  Mapping  DTCP to  I P   
h ttp : //www.d tcp.com/speci fications. aspx 

DTCP Adopter Agreement,  Digital Transmission Content Protection License Agreement,  DTLA  
h ttp: //www. d tcp.com/ 

3 Terms,  defin i tions  and  conventions  

For the  pu rposes  of th is  document,  the  terms  and  defin i tions  g i ven  i n  I EC 62481 -1 -1 : 201 7  and  
the  fol l owing  appl y.  

I SO and  I EC main tain  term inolog ical  databases  for use  i n  standard ization  at  the  fo l l owing  
addresses:  

•  I EC E lectroped ia:  avai lable  at  h ttp : //www.electroped ia. org / 

http://www.dtcp.com/specifications.aspx
http://www.dtcp.com/specifications.aspx
http://www.dtcp.com/
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•  I SO  On l ine  browsing  p latform :  avai l able  at h ttp: //www. iso. org/obp  

3. 1  Terms  and  defin i tions  

3. 1 . 1   
Copy 
propagating  con ten t from  a  source  device  to  a  desti nation  device  such  that the  source  device  
maintains  i ts  orig i nal  version  of th is  con ten t  

3. 1 .2   
Move 
propagating  content from  a  source  device  to  a  desti nation  device  such  that the  source  device  no  
longer main tains  a  usable  copy of th is  conten t  

3. 1 .3   
DIS  
DRM  Interoperabi l i ty System  
means  for con tent to  be  protected  by DRM  A on  one  device  to  be  transformed  to  the  same 
con ten t protected  by DRM  B  on  another device  

3. 1 .4   
DRM  
Dig i tal  Rights  Management 
system  for protecti ng  the  copyrights  of e lectron ic  d ig i tal  med ia  

3. 1 .5   
DTCP-IP  DIS  
Dig i ta l  Transm iss ion  Content Protection  over I n ternet  Protocol  D ig i ta l  Righ ts  Management 
I n teroperabi l i ty System  

Note  1  to  en try:  D IS  implemented  accord i ng  to  the  DTCP-IP  speci fi cation .  

3.2  Conventions  

I n  I EC  62481 -1 -1 : 201 7  and  th is  document,  a  number of terms,  cond i ti ons,  mechan isms,  
sequences,  parameters,  even ts,  states,  or s im i lar terms  are  pri n ted  wi th  the  fi rst  le tter of each  
word  i n  uppercase  and  the  rest i n  l owercase  (e. g . ,  Move).  Any lowercase  uses  of these  words  
have  the  normal  techn ical  Eng l ish  mean ings.  

4 Networking  archi tecture,  device models  and  guidel ine conventions  

4.1  DLNA home networking  archi tecture  

See  Clause  4  of I EC 62481 -1 -1 : 201 7  for a  fu l l  description  of the  DLNA home networking  
arch i tecture.  

4.2  DLNA device model  

See  Clause  5  of I EC 62481 -1 -1 : 201 7  for a  fu l l  description  of the  DLNA device  model .  Th is  
document extends  the  existi ng  DLNA Device  Classes  and  Device  Capabi l i ti es  to  i ncl ude  
protected  con ten t used  for the  fol l owing  system  usages:  

•  Upload  system  usage;  

•  Down load  system  usage;  

•  Upload  Synchron ization  system  usage;  

•  Down load  Synchron ization  system  usage.  

http://www.iso.org/obp
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4.3  Gu idel ine  terminology and  conventions  

See  Clause  6  of I EC  62481 -1 -1 : 201 7  for a  fu l l  description  of the  DLNA document conventions .  

5 Guidel ine requirements  

5.1  General  

See  7 . 1  of I EC 62481 -1 -1 : 201 7,  for gu idel i ne  and  attribu te  table  l ayout  descriptions.  

5.2  Common  DRM  in teroperabi l i ty gu idel ines  

5.2. 1  General  

Th is  document defines  the  usage  gu idance  for the  DTCP-IP  DLNA DIS  technology.  For 
conven ience,  the  term  "DTCP-IP  D IS"  i s  used  to  mean  the  DTCP-IP  technology for a  DLNA D IS.  

DTCP-IP  D IS  provides  Copy and  Move functional i ty by means  of the  transcription  
i n teroperabi l i ty scenario.  DTCP-IP  D IS  supports  the  Upload  system  usage,  Down load  system  
usage,  Upload  Synchron ization  system  usage,  and  Down load  Synchron ization  system  usage.  

5.2.2  Media  management – MM/CP add itional  MM  flags-param  (flags  parameter)  

[GUIDELINE ]  The  primary-flags  token  as  defined  i n  1 0 . 1 . 3. 24. 2  (GUN  3WJUU)  of 
I EC 62481 -1 -1 : 201 7,  are  extended  for DLNA DIS  wi th  add i tional  b i t  mappings.  The  add i ti onal  b i t  
mappings  of primary-flags  for DLNA DIS  shal l  be  as  fo l lows.  

•  B i t  31  to  B i t 1 4  are  as  defined  in  1 0 . 1 . 3. 24. 2  (GUN  3WJUU)  of I EC 62481 -1 -1 : 201 7.  

•  B i t  1 3 :  DI S-DTCP-copy flag  (DTCP-IP  DIS  Copy fl ag)  

– appl ies  on l y to  the  HTTP Med ia  Transport;  

– i f the  fl ags-param  is  om i tted  then  th is  flag  shal l  have  an  i n ferred  value  of fa lse;  

– see  gu idel i nes  5. 3. 2. 2 . 2  and  5. 3 . 2. 2. 3  for more  in formation .  

•  B i t  1 2 :  DI S-DTCP-move  fl ag  (DTCP-IP  D IS  Move  fl ag)  

– appl ies  on l y to  the  HTTP Med ia  Transport;  

– i f the  fl ags-param  is  om i tted  then  th is  flag  shal l  have  an  i n ferred  value  of fa lse;  

– see  gu idel i nes  5. 3. 2 . 3 . 2  and  5. 3 . 2 . 3. 3  for more  in formation .  

Al l  other b i ts  i n  primary-flags  are  reserved  for fu ture  use  and  shal l  have  a  va lue  of fa lse.  

[ATTRIBUTES ]  

M  A DMS  DMP  DMC DMR 

+DN+  +UP+  +PU+  

+UPSYNC+  +DNSYNC+  

M -DMS  M-DMP 
M-DMC 

n /a  I EC 62481 -1 -1 :
201 7  

N3J8N  A 

 

5.2.3  DRM  in teroperabi l i ty technology gu idel ines  requ i rements  – DTCP-IP  DIS  support 

5.2.3. 1   

[GUIDELINE ]  A UPnP AV Med iaServer or UPnP AV Med iaServer control  poin t may implement 
DTCP-IP  DIS.  
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[ATTRIBUTES ]  

O A DMS  +DN+  +UP+  

+UPSYNC+  +DNSYNC+  

M -DMS  n /a  n /a  B I 2KZ A 

 

[COMMENT]  Implementation  of the  DTCP-IP  DIS  gu idel ines  is  optional  i n  DLNA.  

5.2.3.2   

[GUIDELINE ]  I f a  UPnP  AV Med iaServer or UPnP  AV Med iaServer control  poin t implements  the  
DTCP-IP  DIS,  then  i t  shal l  conform  to  a l l  of the  gu idel ines  as  defined  i n  5 . 3 .  

[ATTRIBUTES ]  

M  A DMS  +DN+  +UP+  

+UPSYNC+  +DNSYNC+  

M -DMS  n /a  n /a  NYTO8  A 

 

5.3  DTCP-IP  DIS  gu idel ines  

5.3. 1  General  

This  subclause  con tains  the  gu idel i nes  that  are  speci fic to  the  DTCP-IP  DIS.  Annex A provides  
the  h igh  l evel  description  on  how the  DTCP-IP  DIS  works  i n  DLNA and  some examples  of 
DTCP-IP  DIS  sequence  to  enable  a  better understand ing  of th is  subclause.  

5.3.2  Media management 

5.3.2 . 1  MM/CP res@dtcp:uploadInfo  property 

[GUIDELINE ]  I f a  UPnP  AV Med iaServer control  poin t  attempts  to  upload  con ten t us ing  the  
DTCP-IP  Move Protocol ,  as  speci fi ed  i n  V1 SE.8. 4  of DTCP Volume 1  Supplement E: 2007,  then  
i t  sha l l  provide  a  res@dtcp: upload I nfo  property wi th  a  value  whose  bi ts  31  and  30  are  set to  one,  
as  defined  i n  V1 SE. 1 0. 5. 2  of DTCP Volume 1  Supplement E : 2007  wi th  the  CDS:CreateObject  
request.  

[ATTRIBUTES ]  

M  A +UP+  +UPSYNC+  n /a  n /a  I SO/I EC 
29341 -3-1 2  
DTCP 
Volume  1 : 2007  
DTCP Volume  1  
Suppl ement  
E : 2007  

JE3NY A 

 

[COMMENT]  The use  of the  res@dtcp: upload I nfo  property i s  recommended  (optional )  i n  DTCP  
Volume 1  Supplement E: 2007,  bu t i n  order to  provide  i n teroperabi l i ty th is  i s  mandated  by th is  
gu idel i ne.  

5.3.2 .2  MM/CP DIS  DTCP-copy-flag  (DTCP-IP  DIS  Copy fl ag)  

5.3.2 .2 .1   

[GUIDELINE ]  The  flag  i s  set i n  accordance wi th  usage  ru le  (Copy Control  I n formation)  

associated  wi th  the  content  b inary and  DTCP compl iance  ru les  i n  DTCP Adopter Agreement.  



 – 1 0  – I EC 62481 -4: 201 7  © I EC  201 7  

I n  the  case  of Upload  system  usage,  th is  fl ag  can  be  returned  in  the  CMS:GetProtocol I nfo  

response,  bu t Upload  Control ler or +UPSYNC+  cannot re l y on  th is  fl ag  to  check on  avai labi l i ty of 
DTCP-IP  DIS  Copy function  on  the  Receiving  Endpoint.  

5.3.2 .2 .2   

[GUIDELINE ]  I f a  UPnP  AV Med iaServer exposes  a  content  b i nary that i s  avai lab le  for Copy 
us ing  DTCP-IP  D IS,  then  the  D I S-DTCP-copy fl ag  i n  Gu idel ine  5. 2 . 2  of th is  con ten t i tem ’s  
res@protocol I n fo  property shal l  be  set  to  true.  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I EC 62481 -1 -1 :
201 7  
I SO/I EC 
29341 -3-1 2  

K6IWN   

 

5.3.2 .2 .3   

[GUIDELINE ]  I f a  UPnP AV Med iaServer exposes  a  con ten t b inary that i s  not avai l ab le  for Copy 
us ing  DTCP-IP  D IS,  then  the  D I S-DTCP-copy fl ag  i n  Gu idel ine  5. 2. 2  of th is  con ten t i tem ’s  
res@protocol I nfo  property shal l  be  set  to  fa lse.  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I EC 62481 -1 -1 :
201 7  
I SO/I EC 
29341 -3-1 2  

2CC5J   

 

5.3.2 .3  MM/CP DIS-DTCPmove flag  (DTCP-IP  DIS  Move flag)  

5.3.2 .3.1   

[GENERAL]  Th is  flag  i s  set i n  accordance  wi th  usage  ru le  (copy con trol  i n formation)  
associated  wi th  the  content  b i nary and  DTCP COMPLIANCE  RULES  i n  DTCP Adopter 
Agreement.  

Th is  fl ag  needs  to  be  consistent  wi th  the  DTCP-IP  con ten t  fl ags  (DTCP.COM_FLAGS)  defined  i n  
V1 SE. 1 0.5. 1  of DTCP Volume 1  Supplement E: 2007  i f DTCP.COM_FLAGS  is  i ncl uded  as  an  
other-param  of 4 th  fi e ld  i n  res@protocol I nfo  property.  For example,  i f the  UPnP AV med iaserver 
sets  the  DI S-DTCP-move  flag  i n  the  DLNA.ORG_FLAGS to  true  and  use  DTCP.COM_FLAGS 
for Move capabi l i ty,  then  the  b i ts  31  and  30  of the  DTCP.COM_FLAGS shal l  to  be  set  to  one.  

I n  the  case  of Upload  system  usage,  th is  fl ag  can  be  returned  in  the  CMS:GetProtocol I nfo  

response,  bu t Upload  Control ler or +UPSYNC+  cannot re l y on  th is  fl ag  to  check on  avai l ab i l i ty of 
DTCP-IP  DIS  Move function  on  the  Receiving  Endpoint.  

5.3.2 .3.2   

[GUIDELINE ]  I f a  UPnP  AV Med iaServer exposes  a  con ten t bi nary that i s  movable  us ing  TCP-IP  
DIS  wi th  DTCP-IP  Move  Protocol  defi ned  i n  V1 SE.8.4  of DTCP Volume 1  Supplement E: 2007,  
then  the  DIS-DTCP-move  flag  i n  Gu idel i ne  5 . 2. 2  of th is  con ten t i tem ’s  res@protocol I nfo  property 
shal l  be  set to  true.  
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[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
I SO/I EC 
29341 -3-1 2  
DTCP Volume  1  
Suppl ement  
E : 2007  

LI JAN   

5.3.2 .3.3   

[GUIDELINE ]  I f a  UPnP  AV Med iaServer exposes  a  con tent b i nary that  i s  not movable  us ing  
DTCP-IP  DIS  wi th  DTCP-IP  Move  Protocol  defi ned  in  V1 SE. 8. 4  of DTCP Volume  1  Supplement 
E: 2007,  then  the  DIS-DTCP-move fl ag  i n  Gu idel i ne  5. 2 . 2  of th is  content i tem ’s  res@protocol I nfo  
property shal l  be  set to  fa lse.  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
I SO/I EC 
29341 -3-1 2  
DTCP Volume  1  
Suppl ement  
E : 2007  

LLDMQ  

 

5.3.2 .4  MM/CP CDS i tem  deletion  for moved  content  

[GUIDELINE ]  A UPnP AV Med iaServer shal l  destroy the  CDS i tem  wh ich  represen ts  the  con tent  
deleted  or rendered  unusable  i n  the  consequence  of DTCP-IP  Move  operation  wi th in  30  s  of a  
successfu l  DTCP-IP  Move transaction .  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I SO/I EC 
29341 -3-1 2  
DTCP 
Volume  1 : 2007  
DTCP Volume  1  
Suppl ement  
E : 2007  

QJH3A  

 

5.3.3  Media Transport  

5.3.3. 1  MT/CP HTTP header:  content  type (DTCP socket information)  

[GUIDELINE ]  I f an  HTTP Cl ient Endpoint  attempts  to  upload  con ten t us ing  DTCP-IP  D IS,  then  i t  
shal l  provide  DTCP Socket i n formation  i n  the  Conten t-Type HTTP header fi e ld  i n  an  HTTP 
POST request.  

[ATTRIBUTES ]  

M  C  +UP+  +UPSYNC +  n /a  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

YPGP3  A 

 

[COMMENT]  Th is  gu idel i ne  speci fi es  the  use  of con ten t type  header wi th  the  M IME-type  that  
i ncl udes  DTCP Socket i n formation  in  Upload  system  usage  and  Upload  Synchron ization  system  
usage.  
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5.3.3.2  MT/CP HTTP header:  BLKMove.dtcp.com  

5.3.3.2 . 1   

[GUIDELINE ]  I f an  HTTP Server Endpoint receives  an  HTTP POST request wi thou t the  message  
body to  the  res@importU ri  property value,  wh ich  speci fi es  that the  content wi l l  be  received  us ing  
the  DTCP-IP  Move protocol ,  then  the  endpoint shal l  i nclude  the  BLKMove. d tcp.com  HTTP 
header as  speci fi ed  i n  V1 SE. 1 0 . 4  of DTCP Volume 1  Supplement E : 2007  when  i t  returns  the  
HTTP status  code  of 1 00  (Continue)  i n  the  HTTP POST response.  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I SO/I EC 
29341 -3-1 2  
DTCP Volume  1  
Suppl ement  
E : 2007  

K5659   

 

[COMMENT]  The use  of BLKMove. d tcp.com  HTTP header i s  recommended  (optional )  i n  the  
DTCP-IP  speci fication  DTCP Volume 1  Supplement E : 2007,  bu t  i n  order to  provide  
i n teroperabi l i ty th is  i s  mandated  by th is  gu idel ine.  The  res@importUri  property value  is  created  
by the  UPnP AV Med iaServer when  a  CDS:CreateObject  request  was  made  and  returned  to  the  
con trol  point  i n  the  response  to  the  CDS:CreateObject action .  

5.3.3.2 .2   

[GUIDELINE ]  I f an  HTTP Cl ien t Endpoin t  up loads  con ten t  us ing  the  DTCP-IP  Move  protocol  as  
defined  in  V1 SE.8. 4  of DTCP Volume 1  Supplement E : 2007  wi th  an  HTTP POST request,  then  
i t  sha l l  encrypt  the  Protected  Conten t Packets  (PCPs)  using  the  key speci fi ed  by the  
BLKMove. dtcp.com  HTTP header of an  HTTP POST response  wi th  status  code  1 00  (Continue) .  

[ATTRIBUTES ]  

M  A +UP+  +UPSYNC +  n /a  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

MKIEQ  A 

 

5.3.3.2 .3   

[GUIDELINE ]  I f an  HTTP Cl ien t Endpoint  attempts  to  down load  a  con tent  us ing  the  DTCP-IP  
Move  protocol  defined  i n  V1 SE.8. 4  of DTCP Volume 1  Supplement E: 2007,  then  i t  sha l l  i nclude  
the  BLKMove. d tcp. com  HTTP header i n  the  HTTP GET request to  speci fy the  key used  for the  
Move  Transm ission  process.  

[ATTRIBUTES ]  

M  A +UP+  +UPSYNC +  n /a  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

TV5QO A 

 

[COMMENT]  Gu idel i nes  5. 3. 3 . 2 . 2  and  5 . 3 . 3 . 2. 3  speci fy the  usage  of BLKMove. d tcp.com  HTTP 

header recommended  in  DTCP Volume 1  Supplement E : 2007.  



I EC 62481 -4: 201 7  © I EC  201 7  – 1 3  –  

5.3.3.2 .4   

[GUIDELINE ]  I f an  HTTP Server Endpoint received  an  HTTP GET request wi th  the  
BLKMove. dtcp.com  HTTP header to  a  content  binary exposed  wi th  the  D I S-DTCP-move  flag  set 
to  true  as  speci fied  i n  Gu idel i ne  5. 3. 2 .3 . 2 ,  then  i t  sha l l  encrypt  the  Protected  Content  Packets  
(PCPs)  us ing  the  key speci fied  by the  BLKMove.d tcp. com  HTTP header.  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I SO/I EC 
29341 -3-1 2  
DTCP Volume  1  
Suppl ement  
E : 2007  

LCD7X  

5.3.3.3  MT/CP content transfer ready for Copy 

5.3.3.3.1   

[GUIDELINE ]  I f an  HTTP Server Endpoin t received  an  HTTP POST request wi thou t  the  message 
body to  the  res@importUri  property value  for Copy us ing  DTCP-IP  DIS,  then  the  endpoint  shou ld  
return  an  HTTP status  code  of 1 00  (Continue)  on l y after successfu l  completion  of a  
DTCP-IP  AKE.  

[ATTRIBUTES ]  

S  A DMS  M-DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP 
Volume  1 : 2007  
DTCP Volume  1  
Suppl ement  
E : 2007  

VGMDQ  

 

[COMMENT]  The  res@importUri  property value  for Copy using  DTCP-IP  DIS  s i gn i fies  the  URI  
that was  i ncluded  in  the  response fo l l owing  a  CDS:CreateObject request  wi th  the  
res@dtcp: upload I nfo  property,  and  that has  a  va lue  wi th  b i t  31  i s  set  to  zero  or wi thou t  
res@dtcp: upload I nfo  property.  

5.3.3.3.2   

[GUIDELINE ]  I f an  HTTP Cl ien t  Endpoint  attempts  to  acqu i re  conten t  us ing  the  DTCP-IP  D IS  
Copy,  then  i t  shou ld  perform  the  DTCP-IP  AKE  that i s  necessary to  decrypt  the  received  con ten t 
before  establ ish ing  the  HTTP connection  wi th  the  HTTP Server Endpoint.  

[ATTRIBUTES ]  

S  A +DN+  +DNSYNC+  n /a  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP 
Volume 1 : 2007  
DTCP Volume 1  
Suppl ement  
E : 2007  

ASRQS  A 

 

[COMMENT]  Gu idel i nes  5. 3. 3 . 3 . 1  and  5. 3. 3. 3 . 2  correspond  to  7. 6. 3. 2  (GUN  R6EOV)  CP:  P lay 
Ready gu idel i ne  i n  I EC  62481 -3: 201 7.  
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5.3.3.4  MT/CP DTCP-IP  AKE  for Move 

5.3.3.4. 1   

[GUIDELINE ]  I f an  HTTP Server Endpoin t received  an  HTTP POST request wi thou t  the  message 
body to  the  res@importU ri  property va lue  for Move  us ing  DTCP-IP  D IS,  then  i t  shal l  return  an  
HTTP status  code  of 1 00  (Continue)  on l y after successfu l  completion  of a  Move  RTT-AKE  
defined  i n  V1 SE.8. 4 . 1  of DTCP Volume 1  Supplement E : 2007.  

[ATTRIBUTES ]  

M  C  DMS  M-DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

LKUA7   

 

[COMMENT]  The res@importUri  property va lue  for Move us ing  DTCP-IP  DIS  means  the  URI  
that was  i ncluded  in  the  response fo l l owing  a  CDS:CreateObject request  wi th  the  
res@dtcp: upload I nfo  property speci fi ed  i n  Gu idel ine  5. 3. 2. 1 .  

5.3.3.4.2   

[GUIDELINE ]  I f an  HTTP Cl ient Endpoin t attempts  to  acqu i re  con ten t us ing  the  DTCP-IP  Move  
protocol  defi ned  i n  V1 SE.8. 4  of DTCP Volume 1  Supplement E : 2007,  then  i t  sha l l  perform  the  
Move  RTT-AKE before  establ ish ing  an  HTTP connection  wi th  the  HTTP Server Endpoin t  for the  
Move  transaction .  

[ATTRIBUTES ]  

M  C  +DN+  +DNSYNC+  n /a  n /a  I EC 62481 -1 -1 : 201
7  
DTCP Volume  1  
Suppl ement  E : 2007  

T8EAW A 

 

[COMMENT]  Gu idel i nes  5. 3. 3 .4 . 1  and  5. 3. 3. 4 . 2  correspond  to  7. 6. 3. 2  (GUN  R6EOV)  CP:  P lay 

Ready gu idel i ne  i n  I EC  62481 -3 : 201 7  i n  the  case  of DTCP-IP  Move  operation .  

5.3.3.5  MT/CP HTTP Header:  Content Type (DTCP Socket I nformation)  

[GUIDELINE ]  I f an  HTTP Cl ient Endpoint  attempts  to  up load  con ten t us ing  DTCP-IP  D IS,  then  i t  
shal l  provide  DTCP Socket i n formation  i n  the  Con ten t-Type HTTP header fie ld  i n  an  HTTP 
POST request.  

[ATTRIBUTES ]  

M  R +UP+  +UPSYNC+  n /a  n /a  I EC 62481 -1 -1 :
201 7  
DTCP Adopter 
Agreement  

Y65JG   

 

[COMMENT]  Th is  gu idel i ne  requ irement speci fi es  the  use  of conten t type  header wi th  the  
M IME-type,  wh ich  i ncludes  DTCP Socket i n formation  i n  Upload  system  usage and  Upload  
Synchron ization  system  usage.  
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5.3.4  DTCP profi l ing  gu idel ines  

5.3.4.1  CP  DTCP-IP:  profi l e  

5.3.4. 1 . 1   

[GUIDELINE ]  I f a  UPnP  AV Med iaServer or UPnP AV Med iaServer con trol  poin t  appl i es  
DTCP-IP  DIS  for the  Upload  and/or Down load  system  usages,  then  i t  shal l  fo l low the  
requ irements  set  forth  i n  8. 9  i n  I EC  62481 -3: 201 7,  after the  conten t transfer has  been  
completed .  

I f the  UPnP AV Med iaServer control  poin t i nvokes  the  CreateObject action  to  i n i ti ate  the  transfer 
of con ten t to  the  UPnP  AV Med iaServer,  i t  sha l l  not  suppl y the  
"DTCP1 HOST=<host> ;DTCP1 PORT=<port>"  part i n  the  M IME  type  as  defined  in  8 . 8. 2. 2  
(VS3EY)  of I EC  62481 -3: 201 7,  bu t  a l l  other requ i rements  set forth  in  8 . 9  of I EC  62481 -3: 201 7  
apply.  The  UPnP  AV Med iaServer shal l  set  the  "DTCP1 HOST=<host>;DTCP1 PORT=<port>"  
va lues  i n  the  M IME type  i n  the  res@protocol I nfo  property for the  up loaded  con ten t i tem  after the  
upload  transfer of con ten t has  been  completed .  

[ATTRIBUTES ]  

M  R DMS  +UP+  +DN+  M -DMS  n /a  I EC 62481 -3: 201
7  
DTCP 
Volume 1 : 2007  
DTCP Volume 1  
Suppl ement  
E : 2007  

7P7E5  A 

 

5.3.4. 1 .2   

[GUIDELINE ]  I f a  UPnP  AV Med iaServer or UPnP AV Med iaServer con trol  poin t  appl i es  
DTCP-IP  D IS  for the  Upload  Synchron ization  and /or Down load  Synchron ization  system  usages,  
then  i t  shal l  fol l ow the  gu ide l i nes  set forth  i n  8 . 9  in  I EC  62481 -3: 201 7.  

[ATTRIBUTES ]  

M  R DMS  +UPSYNC+  

+DNSYNC+  

M -DMS  n /a  I EC 62481 -3: 201
7  
DTCP 
Volume  1 : 2007  
DTCP Volume  1  
Suppl ement  
E : 2007  

OIRWP  

 

5.3.4. 1 .3   

[GUIDELINE ]   I f a  UPnP  AV Med iaServer or UPnP AV Med iaServer con trol  poin t  appl ies  
DTCP-IP  DIS  for the  Upload  and /or Upload  Synchron ization  system  usages,  then  i t  sha l l  fo l low 
the  requ irements  i n  8. 9  of I EC 62481 -3: 201 7  after the  content  transfer has  been  completed .  

I f the  UPnP AV Med iaServer control  poin t i nvokes  the  CreateObject action  to  i n i ti ate  the  transfer 
of con ten t to  the  UPnP  AV Med iaServer,  i t  sha l l  not  suppl y the  
"DTCP1 HOST=<host> ;DTCP1 PORT=<port>"  part i n  the  M IME  type  as  defined  in  8 . 9. 2. 2  
(VS3EY)  of I EC  62481 -3: 201 7,  bu t  a l l  other requ i rements  set forth  i n  8 . 9  of I EC  62481 -3: 201 7  
apply.  The  UPnP  AV Med iaServer shal l  set  the  "DTCP1 HOST=<host>;DTCP1 PORT=<port>"  
va lues  i n  the  M IME type  i n  the  res@protocol I nfo  property for the  up loaded  con ten t i tem  after the  
upload  transfer of con ten t has  been  completed .  
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[ATTRIBUTES ]  

M  R DMS  +UP+  +UPSYNC+  M-DMS  n /a  I EC 62481 -3: 201 7  
DTCP  
Volume  1 : 2007  
DTCP  Volume  1  
Suppl ement 
E : 2007  

ADQFR A 

 

[COMMENT]  During  the  con ten t transfer for the  Upload  and  Upload  Synchron ization  system  
usages,  the  Conten t-Type  HTTP header for the  HTTP POST request contains  the  DTCP-IP  
socket i n formation  as  defined  i n  5. 3 . 3 .5  and  thus  need  not be  i ncluded  in  the  CreateObject 
request  as  l i nk protected  con tent i s  being  sen t (posted)  by the  UPnP  AV Med iaServer con trol  
poin t.  The  DTCP-IP  socket i n formation  i n  the  res@protocol I nfo  is  needed  on l y when  access ing  
l i nk protected  con ten t on  the  UPnP  AV Med iaServer.  

5.3.4.1 .4   

[GUIDELINE ]  I f a  UPnP  AV Med iaServer or UPnP AV Med iaServer con trol  poin t  appl ies  
DTCP-IP  D IS  for the  Down load  and /or Down load  Synchron ization  system  usages,  then  i t  shal l  
fol l ow the  requ i rements  set forth  i n  8 . 9  of I EC 62481 -3:201 7.  

[ATTRIBUTES ]  

M  R DMS  +DN+  +DNSYNC+  M-DMS  n /a  I EC 62481 -3: 201 7  
DTCP 
Volume 1 : 2007  
DTCP Volume  1  
Suppl ement  
E : 2007  

XGFXQ A 

 

5.3.5  DTCP-IP  DIS  requ irements  

5.3.5.1  CP  DTCP-IP  Move protocol  

5.3.5.1 . 1   

[GUIDELINE ]  I f a  UPnP  AV Med iaServer or a  UPnP AV Med iaServer con trol  poin t implements  
Move  of a  content  us ing  the  DTCP-IP  D IS  i n  con junction  wi th  the  Upload  and /or Down load  
system  usages,  then  i t  shal l  be  capable  of perform ing  DTCP-IP  Move  protocol  defined  i n  
V1 SE. 8. 4  of DTCP Volume 1  Supplement E: 2007.  

[ATTRIBUTES ]  

M  A DMS  +UP+  +DN+  M -DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP 
Volume 1 : 2007  
DTCP Volume 1  
Suppl ement  
E : 2007  

5T8TQ A 

 

5.3.5. 1 .2   

[GUIDELINE ]  I f a  UPnP  AV Med iaServer or a  UPnP AV Med iaServer con trol  poin t implements  
Move  of a  con tent  us ing  the  DTCP-IP  D IS  in  con j unction  wi th  the  Upload  Synchron ization  and/or 
Down load  Synchron ization  system  usages,  then  i t  shal l  be  capable  of perform ing  DTCP-IP  Move  
protocol  defined  in  V1 SE.8.4  of DTCP Volume 1  Supplement E: 2007.  
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[ATTRIBUTES ]  

M  A DMS  +UPSYNC+  

+DNSYNC+  

M -DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP 
Volume  1 : 2007  
DTCP Volume  1  
Suppl ement  
E : 2007  

AJRBZ  

 

5.3.5.2  CP  determin ing  DTCP-IP  DIS  Move/Copy support  

5.3.5.2 .1   

[GUIDELINE ]  A UPnP  AV Med iaServer that  implements  Copy of a  con ten t using  the  DTCP-IP  

DIS  shal l  i ncl ude  the  <d lna:X_DLNACAP>  e l ement (as  a  ch i ld  of the  <device>  e l ement that 
represents  the  UPnP AV Med iaServer)  i n  the  device  description  document and  i nclude  the  
Capabi l i ty I D  "d tcp-copy"  i n  the  element's  comma-separated  value  l i s t.  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

QHZKN   

 

[COMMENT]  Capabi l i ty I D  "d tcp-copy"  i nd icates  support  for Copy us ing  DTCP-IP  D IS  as  device  
l evel .  So,  even  though  a  UPnP  AV Med iaServer i nd icates  "d tcp-copy"  i n  the  

<d lna:X_DLNACAP>  e l ement,  i t  can  refuse  Copy of a  con tent us ing  DTCP-IP  D IS  for each  
con ten t l evel  s i nce  the  DLNA Med ia  Format profi l e  of the  speci fic con tent  i s  u navai lable  for 
upload ing  to  the  parti cu lar s torage,  etc.  See  Gu idel ine  9. 2. 35. 1  (GUN  WJUQC)  in  

I EC 62481 -1 -1 : 201 7  for the  formal  syn tax of the  <d lna:X_DLNACAP>  e l ement.  A sample  
description  is  g iven  below:  

<dlna: X_DLNACAP 

xmlns: dlna="urn: schemas-dlna-org: device-1-0">av-upload, dtcp-copy</dlna: X_DL

NACAP>  

5.3.5.2 .2   

[GUIDELINE ]  A UPnP AV Med iaServer that implements  Move of a  conten t  us ing  the  DTCP-IP  
DIS  wi th  DTCP-IP  Move  protocol  defined  i n  V1 SE.8.4  of DTCP Volume 1  Supplement E: 2007  

shal l  i ncl ude  the  <d lna:X_DLNACAP>  e lement (as  a  ch i ld  of the  <device>  e lement that 
represents  the  UPnP AV Med iaServer)  i n  the  device  description  document and  i nclude  the  
Capabi l i ty I D  "d tcp-move"  i n  the  e lement's  comma-separated  value  l i s t.  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

PHWOP  

 

[COMMENT]  Capabi l i ty ID  "d tcp-move"  i nd icates  support for Move us ing  DTCP-IP  D IS  wi th  
DTCP-IP  Move  Protocol  defined  in  V1 SE.8.4  of DTCP Volume 1  Supplement E : 2007  as  device  
l evel .  So,  even  though  a  UPnP AV Med iaServer ind icates  "d tcp-move"  i n  the  

<d lna:X_DLNACAP>  e lement,  i t  can  refuse  the  Move  of a  con tent  us ing  DTCP-IP  DIS  for each  
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con ten t l evel  s i nce  the  DLNA Med ia  Format profi l e  of the  speci fic con tent i s  unavai lable  for 
up load ing  to  the  parti cu lar s torage,  etc.  See  Gu idel ine  9. 2. 35. 1  (GUN  WJUQC)  in  

IEC 62481 -1 -1 : 201 7  for the  formal  syn tax of the  <d lna:X_DLNACAP>  e l ement.  A sample  
description  is  g iven  below:  

<dlna: X_DLNACAP 

xmlns: dlna="urn: schemas-dlna-org: device-1-0">av-upload, dtcp-move</dlna: X_DL

NACAP>  

I f a  UPnP AV Med iaServer supports  both  Move  and  Copy us ing  DTCP-IP  D IS,  the  sample  
description  is  as  fo l lows:  

<dlna: X_DLNACAP 

xmlns: dlna="urn: schemas-dlna-org: device-1-0">av-upload, dtcp-move, dtcp-copy<

/dlna: X_DLNACAP>  

5.3.5.3  CP  DTCP-IP  Resumption  of Move Commitment 

5.3.5.3.1   

[GUIDELINE ]  A UPnP AV Med iaServer or a  UPnP AV Med iaServer control  poin t that implements  
the  Move  of a  content  us ing  DTCP-IP  D IS  shou ld  implement Resumption  of Move  Commitment 
defined  i n  V1 SE.8. 4 . 3. 1  of DTCP Volume 1  Supplement E: 2007.  

[ATTRIBUTES ]  

S  A DMS  +UP+  +DN+  

+UPSYNC+  +DNSYNC+  

M -DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

96VJ3  A 

 

[COMMENT]  Implementing  th is  functional i ty helps  to  improve  user experience  when  an  

i n terruption  of Move  Commitment process  has  occurred  by l oss  of TCP  connection .  

5.3.5.3.2   

[GUIDELINE ]  A UPnP  AV Med iaServer that  implements  the  Resumption  of Move  Commitment 
as  defined  in  V1 SE. 8. 4. 3. 1  of DTCP Volume 1  Supplement E : 2007  shal l  i nclude  the  

<d lna:X_DLNACAP>  e l ement (as  a  ch i l d  of the  <device>  e l ement that represents  the  UPnP AV 
Med iaServer)  i n  the  device  description  document and  include  the  Capabi l i ty I D  
"d tcp-move-resumption "  i n  the  e lement's  comma-separated  va lue  l i s t.  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

V6NSW  

 

[COMMENT]  AV Med iaServer devices  use  the  <d lna:X_DLNACAP>  e l emen t to  i nd icate  support 
for Resumption  of Move Commitment operation .  The  e lement i s  a  comma-separated  value  l i s t  
that ind icates  whether the  AV Med iaServer is  capable  of Resumption  of Move  Commitment 
operation ,  receive  up loads  of images,  aud io-on l y,  or aud io/video content,  etc.  See  Gu idel i ne  

9. 2. 35. 1  (GUN  WJUQC)  i n  I EC 62481 -1 -1 : 201 7  for the  formal  syn tax of the  <d lna:X_DLNACAP>  
e lemen t.  A sample  description  is  g iven  be low:  
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<dlna: X_DLNACAP 

xmlns: dlna="urn: schemas-dlna-org: device-1-0">av-upload, srs-conflict-resolut

ion, dtcp-move, dtcp-move-resumption</dlna: X_DLNACAP>  

5.3.5.3.3   

[GUIDELINE ]  I f a  UPnP  AV Med iaServer or a  UPnP AV Med iaServer con trol  poin t implements  
the  Resumption  of Move  Commitment defi ned  in  V1 SE. 8. 4. 3. 1  of DTCP Volume 1  Supplement 
E: 2007,  then  i t  shal l  conform  to  a l l  gu idel ines  as  defined  i n  5 . 3 . 5. 4. 1  through  5. 3 .5. 4 . 5.  

[ATTRIBUTES ]  

M  A DMS  +UP+  +UPSYNC+  M -DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume 1  
Suppl ement  
E : 2007  

3THT6  A 

 

5.3.5.4  CP  HTTP POST request  wi th  DTCP-IP  information  for Resumption  of Move 
Commitment 

5.3.5.4.1   

[GUIDELINE ]  After the  l oss  of a  TCP connection  during  the  Move  Commitment process,  an  
HTTP Cl ient Endpoint that performed  the  Move Transm iss ion  but  has  not completed  the  Move  
Commitment process  shal l  send  an  HTTP POST request to  the  HTTP Server Endpoin t wi th  the  
DTCP Socket in formation  i n  accordance  wi th  V1 SE.8. 4 .3 . 1  of DTCP Volume 1  Supplement 
E: 2007.  

[ATTRIBUTES ]  

M  A +UP+  +UPSYNC+  n /a  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

DQ82O  A 

 

[COMMENT]  I n  the  event that an  I P  address  and /or a  TCP port number of UPnP AV 
Med iaServer con trol  poin t  has  been  changed  after l oss  of TCP  connection ,  DTCP Socket 
i n formation  i s  usable  to  re-establ ish  the  TCP  connection .  

5.3.5.4.2   

[GUIDELINE ]  After the  l oss  of a  TCP connection  during  the  Move Commitmen t process,  an  
HTTP Cl ient Endpoin t that performed  the  Move  Transm iss ion ,  bu t has  not completed  the  Move  
Commitment process,  sha l l  resend  the  HTTP POST request of the  performed  Move  
Transm ission  wi th  the  fol l owing  mod i fications.  

•  BLKMove. d tcp.com  HTTP header i s  added ,  as  speci fied  in  V1 SE. 1 0. 4  of DTCP Volume 1  
Supplement E : 2007,  wh ich  has  the  key l abel  used  during  the  i n terrupted  Move Commitment 
process.  

•  I f the  UPnP AV Med iaServer control  poin t  has  changed  the  DTCP Socket after the  l oss  of 
TCP  connection ,  the  DTCP Socket i n formation  i n  the  Con ten t-Type  HTTP header i s  updated .  
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[ATTRIBUTES ]  

M  A +UP+  +UPSYNC+  n /a  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

YUM2N  A 

 

5.3.5.4.3   

[GUIDELINE ]  When  an  HTTP Server Endpoin t receives  an  HTTP POST request as  defined  i n  
Gu idel ine  5. 3. 5. 4 . 1 ,  and  i t  attempts  to  execute  the  Resumption  of Move  Commitment defined  i n  
V1 SE. 8. 4. 3. 1  of DTCP Volume 1  Supplement E: 2007,  i t  shal l  respond  wi th  an  HTTP error status  
and  the  BLKMove. d tcp.com  HTTP header that has  the  key label  used  du ring  the  i n terrupted  
Move  Commitment process.  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

52OVV  

 

[COMMENT]  Respond ing  wi th  the  HTTP error status  means  that  the  UPnP AV Med iaServer 
cannot accept Move  Transm ission .  

5.3.5.4.4   

[GUIDELINE ]  When  an  HTTP Server Endpoin t receives  the  HTTP POST request as  defined  i n  
Gu idel ine  5. 3. 5. 4 . 1  and  i t  cannot  execu te  the  Resumption  of Move  Commitment defi ned  i n  
V1 SE. 8. 4. 3. 1  of DTCP Volume 1  Supplement E : 2007,  i t  sha l l  respond  wi thout the  
BLKMove. dtcp.com  HTTP header.  

[ATTRIBUTES ]  

M  A DMS  M-DMS  n /a  I EC 62481 -1 -1 : 2
01 7  
DTCP Volume  1  
Suppl ement  
E : 2007  

E42TM   

 

5.3.5.4.5   

[GUIDELINE ]  I n  con junction  wi th  Gu idel i ne  5 . 3 . 5. 4. 3,  an  HTTP Server Endpoint  shou ld  respond  

wi th  an  error code  of 500  ( I n ternal  Server Error) .  

[ATTRIBUTES ]  

S  A DMS  M-DMS  n /a  I EC 62481 -1 -1 :
201 7  

RG88L   
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Annex A 
(informative)  

 
DTCP-IP  DIS  behaviour explanations  

A.1  Overview of DTCP-IP  DIS  behaviour 

DTCP-IP  DIS  is  a  transcription-based  DRM  i n teroperabi l i ty solu tion .  F i gure  A. 1  depicts  the  
overview of the  flow of con ten t and  i ts  associated  usage  ru les  over DTCP-IP  DIS  between  
devices  that use  d i fferent  DRMs.  

 

Figure A. 1  – Overview of DTCP-IP  DIS  behaviour 

The  fo l l owing  sequence  i s  an  overview of DTCP-IP  DIS  sequence behaviour.   

a)  I n  the  Con ten t Source,  a  p iece  of content and  i ts  associated  usage  ru les  protected  by DRMA 
are  transcripted  in to  those  protected  by DTCP-IP.  

b)  The  protected  con ten t  and  the  usage  ru les  are  transferred  over DTCP-IP  from  the  Content 
Source  to  the  Conten t Receiver.  

c)  I n  the  Conten t Receiver,  the  con tent  and  the  usage  ru les  protected  by DTCP-IP  are  
transcripted  in to  those  protected  by DRMB.  

As  the  resu l t  of the  above  sequence,  a  p iece  of con tent  and  i ts  associated  usage  ru les  protected  
by DRMA can  be  transcripted  in to  those  protected  by DRMB us ing  DTCP-IP.  Therefore,  
DTCP-IP  can  act as  a  DRM  I n teroperabi l i ty Solu tion  (D IS)  i n  the  above s i tuation .  

Note  that the  avai l abi l i ty of DTCP-IP  DIS  is  dependent on  the  compl iance  ru les  of DTCP-IP,  
DRMA and  DRMB.  

A.2  Example of DTCP-IP  DIS  sequences  

A.2. 1  General  

Clause  A. 2  provides  a  set of examples ,  each  describing  DTCP-IP  DIS  protocol  sequence  i n  
order to  faci l i tate  the  reader's  understand ing .  

The  fo l l owing  system  usages  using  DTCP-IP  DIS  are  described  i n  the  examples :  

Content Source Content Receiver 

DTCP-IP   

DRMA  

Transcription  Transcription  

Content  and   
usage  ru l es  

DRMB  

   Con ten t  a n d      

 m apped  u sage   

 ru l es  

Content  and  
mapped  usage  

ru l es  

IEC  
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•  Down load  system  usage wi th  Copy (see  F igure  A. 2);  

•  Down load  system  usage wi th  Move  (see  F igure  A. 3);  

•  Upload  system  usage wi th  Copy (see  F igure  A. 4) ;  

•  Update  system  usage  wi th  Move  (see  F igure  A. 5).  

A.2.2  Download  Copy sequence  

Figu re  A.2  and  the  explanation  fo l lowing  F igure  A. 2  describe  the  Down load  Copy sequence  
example.  

 

Figure A.2  – Example  of Download  Copy sequence  

•  The  fol l owing  sequence  i s  for DTCP-IP  D IS  Down load  Copy.  Down load  Control ler obtains  
URI ,  DTCP Socket in formation  and  avai l ab i l i ty of DTCP-IP  DIS  Copy for a  speci fic  con tent by 
the  CDS:Browse  action .  The  avai l abi l i ty i s  i nd icated  by the  D IS-DTCP-copy flag  i n  the  
DLNA.ORG_FLAGS parameter.  

•  The  Down load  Control l er i n i ti ates  DTCP-IP  AKE  to  that DTCP Socket.  As  the  resu l t of 
DTCP-IP  AKE,  a  DMS  and  the  Down load  Control ler share  an  encryption  key for a  con ten t 
transfer.  

•  The  Down load  Control ler i nvokes  HTTP GET request to  the  URI .  The  DMS  sends  the  
correspond ing  con ten t encrypted  us ing  the  encryption  key shared  previous ly.  

A.2.3  Download  Move sequence  

Figure  A. 3  and  the  explanation  fol l owing  F igure  A. 3  describe  the  Down load  Move  sequence  
example.  

DMS  Down load  Control l er 

 
CDS:Browse  request  

CDS:Browse  response  

DTCP-IP  AKE  

HTTP GET request  

HTTP GET response  (Start  of Down l oad  
Copy)  

HTTP GET response  (End  of Down load  
Copy)  
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Figure A.3  – Example  of Download  Move sequence  

The fol lowing  sequence i s  for DTCP-IP  DIS  Down load  Move.  

•  A Down load  Control l er obta ins  URI ,  DTCP Socket i n formation  and  avai labi l i ty of DTCP-IP  
DIS  Move  for a  speci fic con ten t by the  CDS:Browse action .  The  avai l ab i l i ty i s  i nd icated  by 
the  DI S-DTCP-move flag  i n  DLNA.ORG_FLAGS parameter.  

•  The  Down load  Control l er in i tiates  DTCP-IP  Move  RTT-AKE to  the  DTCP Socket.  As  the  
resu l t  of DTCP-IP  Move  RTT-AKE,  the  DMS and  the  Down load  Control l er share  an  
encryption  key for Move  Transm ission  i denti fied  by KXM_label .  

•  The  Down load  Control ler i nvokes  HTTP GET request  wi th  KXM_label  as  a  va lue  of 
BLKMove. d tcp.com  HTTP header to  the  URI .  The  DMS sends  the  correspond ing  conten t 
encrypted  us ing  the  encryption  key i denti fied  by the  KXM_label .  

•  After the  Move  Transm ission  completes,  the  Down load  Con trol l er i n i ti ates  DTCP-IP  Move  
Commitment process.  As  a  resu l t  of th is  process,  the  con ten t on  the  DMS becomes unusable  
and  the  con ten t on  the  Down load  Con trol l er becomes  usable.  

A.2.4  Upload  Copy sequence  

Figure  A. 4  and  the  explanation  fo l l owing  F igure  A. 4  describe  the  Upload  Copy sequence  
example.  

DMS  Down load  Control l er 

 
CDS:Browse  request  

CDS:Browse  response  

HTTP GET request  

HTTP GET response   
(Start  of Down load  Move)  

HTTP GET response   
(End  of Down load  Move)  

DTCP-IP  Move  Commi tmen t 

DTCP-IP  Move  RTT-AKE  
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Figure  A.4  – Example of Upload  Copy sequence  

The  fo l l owing  sequence  i s  for DTCP-IP  DIS  Upload  Copy.  

•  An  Upload  Control l er obta ins  Device  Description  and  checks  whether a  <d lna:X_DLNACAP>  
e lemen t i ncl udes  the  av-upload  and  d tcp-copy Capabi l i ty I D  i n  order to  know an  Upload  Copy 
capabi l i ty of a  DMS  for a  con ten t of AV Med ia  Class.  Next the  Upload  Control ler obtains  
Service  Description  and  checks  whether the  DMS  implements  
CDS:X_GetDLNAUploadProfi l es  action .  I f the  DMS implements  
CDS:X_GetDLNAUploadProfi l es  action ,  the  Upload  Control l er i nvokes  
CDS:X_GetDLNAUploadProfi l es  request i n  order to  know the  acceptable  DLNA Med ia  
Format Profi l e  ID(s)  of the  upload ing  con tent.  I f not,  the  Upload  Control ler i nvokes  
CMS:GetProtocol I n fo  request.  

•  The  Upload  Control ler i nvokes  CDS:CreateObject  request to  create  CDS i tem  for a  con tent 
wh ich  wi l l  be  copied .  The  DMS  returns  a  URI  for HTTP POST wi th  res@importUri  property i n  
CDS:CreateObject response.  

Upload  Con trol l er DMS  

 

CDS:CreateObject  request  

CDS:CreateObject  response  

HTTP POST request  
(Expect 1 00-Continue)  

DTCP-IP  AKE  

HTTP POST response  (1 00  Continue)  

HTTP POST Body (Start  of Upload  Copy)  

HTTP POST Body (End  of Upload  Copy)  

HTTP POST response  

HTTP GET request  
(Device  descripti on  document)  

HTTP GET response   
(Device  descripti on  document)  

HTTP  GET request  
(Service  descripti on  document)  

HTTP GET response   
(Service  descripti on  document)  

CDS:X_GetDLNAUPloadProfi l es  or 
CMS:GetProtocol I n fo  response  

CDS:X_GetDLNAUPloadProfi l es  or 
CMS:GetProtocol I n fo  request 
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•  To  i n i ti ate  a  con tent  transfer,  the  Upload  Con trol l er sends  HTTP POST request header to  the  
URI  wh ich  is  a  va lue  of the  res@importUri  property.  I t  i ncl udes  Content-Type HTTP header 
wi th  DTCP Socket i n formation .  

•  The  DMS  in i tiates  DTCP-IP  AKE to  that  DTCP Socket.  As  the  resu l t of DTCP-IP  AKE,  the  
DMS  and  the  Upload  Control l er share  an  encryption  key for the  content transfer,  and  then  the  
DMS  returns  the  HTTP status  code  of 1 00  (Con tinue) .  

•  The  Upload  Con trol l er sends  the  correspond ing  content encrypted ,  us ing  the  encryption  key 
shared  previous l y to  the  URI .  

A.2.5  Upload  Move sequence  

Figure  A. 5  and  the  explanation  fol l owing  F igure  A. 5  describe  the  Upload  Move sequence  
example.  
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Figure A.5  – Example of Upload  Move sequence  

The fo l l owing  sequence i s  for DTCP-IP  DIS  Upload  Move.  

•  An  Upload  Control l er obtains  Device  Description  and  checks  whether a  <d lna:X_DLNACAP>  
e lemen t i ncludes  the  av-upload  and  d tcp-move Capabi l i ty I D  i n  order to  know an  Upload  
Move  capabi l i ty of a  DMS for a  content of AV Med ia  Class.  Next  the  Upload  Control l er 
obtains  Service  Description  and  checks  whether the  DMS  implements  
CDS:X_GetDLNAUploadProfi l es  action .  I f the  DMS implements  
CDS:X_GetDLNAUploadProfi l es  action ,  the  Upload  Control l er i nvokes  
CDS:X_GetDLNAUploadProfi l es  request i n  order to  know acceptable  DLNA Med ia  Format 
Profi l e  I D(s)  of the  upload ing  con tent.  I f not,  the  Upload  Control ler invokes  
CMS:GetProtocol I nfo  request.  

•  The  Upload  Con trol l er i nvokes  CDS:CreateObject request to  create  CDS i tem  for a  con tent 
wh ich  wi l l  be  moved .  The  CDS:CreateObject  request i ncludes  res@dtcp: upload I nfo  property 

Upload  Con trol l er  DMS  

 

CDS:CreateObject  request  

CDS:CreateObject  response  

HTTP POST request  
(Expect 1 00-Continue)  

DTCP-IP  Move  RTT-AKE  

HTTP POST response  (1 00  Continue)  

HTTP POST body (Start  of Upload  Move)  

HTTP POST body (End  of Upload  Move)  

HTTP POST response  

DTCP-IP  Move  Commi tmen t 

HTTP GET request  
(Device  descripti on  document)  

HTTP GET response   
(Device  descri pti on  document)  

HTTP GET request  
(Servi ce  descripti on  document)  

HTTP GET response   
(Service  descripti on  document)  

CDS:X_GetDLNAUPloadProfi l es  or 
CMS:GetProtocol I n fo  response  

CDS:X_GetDLNAUPloadProfi l es  or 
CMS:GetProtocol I n fo  request 
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s i nce  the  subsequent con tent transfer fo l l ows  the  DTCP-IP  Move.  The  DMS returns  a  URI  for 
HTTP POST wi th  res@importU ri  property i n  CDS:CreateObject response.  

•  To  i n i ti ate  the  Move  transaction ,  the  Upload  Control ler sends  HTTP POST request header to  
the  URI  wh ich  is  va lue  of the  res@importUri  property.  I t  i ncl udes  Conten t-Type HTTP header 
wi th  DTCP Socket i n formation .  

•  The  DMS i n i tiates  DTCP-IP  Move RTT-AKE to  the  DTCP Socket.  As  the  resu l t of DTCP-IP  
Move RTT-AKE,  the  DMS and  the  Upload  Con trol l er share  an  encryption  key for Move 
Transm ission  i denti fied  by KXM_label ,  and  then  the  DMS  returns  the  HTTP status  code  of 
1 00  (Continue).  I t  i ncludes  BLKMove.d tcp.com  HTTP header whose  value  i s  KXM_label .  

•  The  Upload  Control ler sends  the  correspond ing  content encrypted  us ing  the  encryption  key 
i denti fied  by the  KXM_label  to  the  URI .  

•  After the  Move  Transm ission  completes,  the  DMS i n i ti ates  DTCP-IP  Move  Commitment 
process.  As  a  resu l t of th i s  process,  the  con ten t on  the  Upload  Control l er becomes  unusable  
and  the  con ten t on  the  DMS becomes usable.  
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